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Abstract: The increasingly rapid development of computer network technology
demands a network system that is reliable, flexible, and able to adapt to dynamic
environmental conditions. One of the network technologies that is currently
developing is mesh networking. Mesh networking is a network topology where each
node can be connected to each other directly or indirectly through other nodes. This
research aims to analyze the application of the mesh networking method using the
Mikrotik RouterBoard 941 device. The research method used is experimental by
configuring, implementing, and testing mesh networking on the Mikrotik
RouterBoard 941. The results of the research show that mesh networking can be
applied to the Mikrotik RouterBoard 941 by utilizing available features, such as
OLSR (Optimized Link State Routing) and WDS (Wireless Distribution System).
Mesh networking is able to increase redundancy and network availability, and can
adapt to changes in network topology. However, mesh networking also has several
disadvantages, such as configuration complexity, routing overhead, and the
possibility of bottlenecks at certain nodes.

Keywords: Mesh Networking; Mikrotik RouterBoard 941; OLSR; Wireless
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INTRODUCTION

In the era of globalization and rapid digital transformation, the advancement of information and
communication technology (ICT) has significantly influenced various aspects of human life, including education,
business, and communication systems. The increasing dependency on internet-based services has led to the
necessity of reliable, efficient, and secure computer network infrastructures. Modern institutions, especially
universities, require stable and secure network systems to support academic activities, research, and administrative
operations.

Along with technological growth, the complexity of cyber threats has also increased. Initially, network usage
was limited to simple activities such as information browsing and basic communication. However, today’s
networks support complex operations involving sensitive data exchange, cloud computing, and real-time
collaboration. This evolution demands more advanced network security mechanisms to prevent unauthorized
access, data breaches, and other cyberattacks. Therefore, network security has become a critical component in
maintaining system integrity, confidentiality, and availability.

Historically, the concept of network security has evolved since the development of early computer networks
such as ARPANET in the 1970s. Over time, various security protocols and mechanisms have been developed,
including Wired Equivalent Privacy (WEP) and Wi-Fi Protected Access (WPA/WPA2). Research shows that
WPA2-PSK provides better security compared to earlier methods due to its stronger encryption techniques.
(Efendi, 2021) stated that WPA offers a higher level of security than WEP, especially in terms of resistance to
password cracking, making it more suitable for modern wireless networks.

In addition, vulnerabilities in wireless networks are still a major concern. (Adiguna, 2022) explained that
during network scanning and discovery processes, vulnerabilities can be identified through open ports, which may
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be exploited by attackers using tools such as Metasploit Framework on Kali Linux. This indicates that even
networks using modern security protocols still require additional protection mechanisms and continuous
monitoring.

Computer network security plays an important role in anticipating risks that may occur in network systems,
which can disrupt ongoing activities. There are three main aspects of network security: threats, vulnerabilities, and
risks. Computer security is defined as a preventive measure against attacks from unauthorized users or malicious
actors attempting to access network systems. This highlights the importance of implementing robust security
systems to protect sensitive data and maintain network reliability.

In the context of wireless networking, one of the emerging technologies is mesh networking. Mesh networks
offer advantages such as self-healing capability, scalability, and improved coverage, making them suitable for
complex environments like multi-storey campus buildings. By utilizing mesh topology, each node can
communicate with other nodes, ensuring continuous connectivity even if one node fails. This characteristic is
highly beneficial for maintaining network stability and performance in large-scale implementations.

At ITB Indonesia Campus, the implementation of wireless networks has become essential to support academic
and administrative activities. The campus infrastructure consists of multiple buildings with varying network
demands, making traditional network topologies less effective. To address this issue, the use of radio link-based
communication combined with mesh networking technology presents a promising solution. Radio link systems
enable long-distance wireless communication between network nodes, while mesh networking enhances
connectivity and redundancy.

The use of MikroTik RouterBoard 941 as a networking device provides a cost-effective and flexible solution
for implementing mesh networks. MikroTik devices are widely used due to their robust features, including routing,
firewall, bandwidth management, and wireless configuration. By integrating MikroTik RouterBoard 941 into a
mesh network architecture, it is possible to build a secure and efficient network system that supports radio link
communication.

However, despite the potential advantages, the performance of mesh networking implementation using
MikroTik RouterBoard 941 in terms of network security, stability, throughput, latency, and packet loss still needs
to be analyzed comprehensively. Performance evaluation is essential to ensure that the implemented system meets
the required standards for secure and reliable communication within the campus environment.

Based on the above considerations, this study focuses on analyzing the performance of mesh networking
implementation using MikroTik RouterBoard 941 for radio link-based network security at ITB Indonesia Campus.
This research is expected to provide insights into the effectiveness of mesh networking in enhancing network
security and performance, as well as to offer recommendations for optimizing wireless network infrastructure in
educational institutions.

LITERATURE REVIEW
1. Implementation

In general, the term "implementation" in the Great Dictionary of the Indonesian Language refers to the
implementation or application. The term is often associated with activities carried out to achieve a specific goal.
Implementation is the action or implementation of a plan that has been carefully prepared, carefully and in detail
(Wirano, 2020). Implementation is carried out if there is a good and mature plan, or a plan that has been prepared
long in advance, so that there is certainty and clarity about the plan.

2. Network Security System

In general, a network security system is a set of technologies, procedures, and measures designed to protect a
computer network and the data stored on it from unauthorized access, alteration, or deletion (Jackson, 2020). The
system aims to prevent or limit unauthorized access to networks, identify and prevent malicious activities, and
ensure that data stored on the network remains secure and inaccessible to unauthorized parties (Brown, 2021).

Network security systems include various measures, such as access control, encryption, firewalls, intrusion
detection, and disaster recovery (Synapsis, 2021). The primary purpose of a network security system is to protect
sensitive data, including financial information, personal data, and business information that has the potential to
become a target for theft or misuse if not adequately protected (Sutiono, 2020).

3. TCP/1P

TCP/IP stands for Transmission Control Protocol/Internet Protocol, which refers to a series of communication
protocols used to connect network devices on the Internet (Tanenbaum, 2020). This protocol is also applied in
private computer networks, both intranets and extranets. TCP and IP were originally developed by the United
States Department of Defense (DOD) with the goal of connecting a variety of different networks from various
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vendors into a single network unit known as the Internet. The success of this protocol relies heavily on the
provision of services such as file transfer, e-mail, and remote access across various client systems and servers
(Stevens, 2020). Multiple computers in a small department can use TCP/IP in conjunction with other protocols
within a single Local Area Network (LAN). The IP component serves to provide routing from departments to the
corporate network, then to the regional network, and finally to the global Internet (Kozierok, 2021).

4. OBITUARY

OSI (Open Systems Interconnection) is a model that describes how network protocols communicate with each
other and share data between devices (Michael, 2021). In general, the OSI model divides the various functions of
the network into seven layers (Cisco, 2020). The seven layers are: the physical layer, the link data layer, the
network layer, the transport layer, the session layer, the presentation layer, and the application layer. The institution
responsible for the publication of the seven-layer OSI model is the International Organization for Standardization
(ISO) (Sofana, 2021).

5. Internet

The Internet began in 1969 when the United States Department of Defense decided to conduct research using
a method of communication between several computers, which eventually formed an organic network (G., 2021).
The internet has now become an urgent need throughout the country, considering that humans have felt comfort
and convenience in various aspects of life. The rapid development of the internet has resulted in significant changes
in people's perspectives and lifestyles. However, there is an imbalance between the demand for internet services
and the availability of facilities, known as the phenomenon of "clogging."(Anhar, 2020).
6. IP Address

An IP address is a series of numbers that serves as the identity of a device connected to the Internet or other
network infrastructure (Danniel, 2021). What is the function of the IP address? Its function can be likened to a
home number on an address, which aims to ensure that data is sent to the right device. The range of a series of IP
address numbers starts from 0. 0. 0. 0 to 255. 255. 255. 255 (Cisco, 2020).

7. Definition of Computer

In general, a computer can be defined as an electronic device that functions to receive data input, then process
the data, and produce information output in various forms, including text, images, sound, and video (Harmayani
etal., 2021). Computers are also dubbed as electronic counting machines that can receive digital input information,
process it according to the programs stored in their memory, and produce information output quickly (Hamacher,
2020). On the other hand, computer networks refer to the relationship between two or more computers that are
connected to each other through a transmission medium, either wired or wireless (wireless).

8. Bandwidth

Bandwidth, or bits per second (bps), is a measure that indicates the level of data transfer consumption
(Athailah, 2020). The measurement is done in bits per second between the server and the client over a period of
time. In addition, bandwidth can also be interpreted as the area or width of the frequency range used by the signal
in a transmission medium (Supendar & Handrianto, 2017). Therefore, bandwidth can be said to be the maximum
capacity of a communication path used to transfer data in a given time span.

9. Mikrotik

Mikrotik is an operating system created by Mikrotik, a company founded in 1996 in Latvia. This company is
engaged in internet services or is an Internet Service Provider. Mikrotik can be said to be an operating system and
software used to turn a computer into a network router. Mikrotik includes various features made for IP networks
and wireless networks (Hart, 2020). Mikrotik initially focused on Internet Service Provider (ISP) services that use
wireless technology. In the course of history, the founders (John, 2021) just want to develop Routing software, but
as the hardware needs develop, it is increasing. Therefore, they then develop various hardware that integrates with
the software they develop
10. Winbox

Winbox is a Mikrotik-specific program for Microsoft Windows that makes it possible for a router to be
configured and monitored remotely. The program can also be used in Linux with Wine Emulator, but this
Statement is not officially endorsed by MikroTik (Hart, 2020). By default, the Winbox app connects to the Router
OS device via Transmission Control Protocol (TCP) port 8291. MikroTik configurations using Winbox are more
often chosen because of their ease of use, where users do not need to memorize the commands that must be used
in the console interface (Madcoms, 2020).
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11. WPA2-PSK

WPA2-PSK stands for Wifi Protected Access Pre-Shared Key, which is an encryption system used to verify
users within a wireless local area network (Scott, 2020). With this system, users can stay connected to the internet
through the WiFi network without being seen by other WiFi users. WPA2-PSK operates using a router equipped
with a passphrase (Harefa, 2021). Between 8 and 63 characters are required for passphrases to ensure the
encryption of the data contained in the network. There are two method options that can be used to obtain a unique
encryption key for each WiFi network user. In addition, according to (Prayoga, 2021)The WPA2-PSK stands for
Wireless Fidelity Protected Access 2- Pre-Shared Key, a type of security encryption that allows wifi users to secure
their network without having to use server authentication.

12. Radio Link

Radio Link is a communication device that uses radio waves to transmit data between two or more points that
are spaced apart. This is also in line with the opinion of some experts, according to (Goldsmith, 2020) Radio Link
is a communication technology that utilizes radio waves to provide wireless connectivity between devices that are
far apart, often used in modern telecommunications networks (Kamila, 2024). Radio Link is a communication line
that uses radio frequencies to transmit data wirelessly between two or more points, especially in Internet of Things
(IoT) and 5G networks (Molisch, 2021). Radio Link refers to systems that allow the transmission of data over the
air using radio waves, essential in the development of the next generation of wireless communication networks.

2.2 Running System Analysis

System analysis is the activity of describing parts of system components with the aim of identifying,
evaluating problems, and needs so that improvements can be proposed. Running systems are used to analyze the
flow of the running system path, evaluate, and build a new security system, so that the new system can be
implemented effectively and efficiently. The ongoing network security procedure is in the form of a simple security
system that can be entered and accessed by any user. The system that runs is as follows:

The user enters the available network menu.

The user logged in to the web login and selected the network.
The user performs security verification.

The system verifies the security that the user uses.

Users log in and can use network access.

o a0 o

With procedures that are implemented simply, system data will affect the security of data network traffic. So
that the target of the research focuses on security, data transmission that uses wireless networks can be used by
other parties, to be used for things that should not be used.

2. 3 System Evaluation

Based on the analysts on network and security systems. The author states that the current system has
shortcomings in network security, access that only uses simple passwords, so that any user can log in easily with
easy security verification.

2.4 Analysis of the Security System to be Designed

The analysis of the flow of the security system that will be designed will be a reference for mapping the
network security system design process. The mapping process can be described as a work process and reference
in designing a WPA2-PSK network security system that is connected to radio links, the stages can be seen as
follows:
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Fig 1. Designed System Flow View

The process of analyzing the security system that will be designed is as follows:
1. Network Design

Build network simulations on a small scale as a medium for the implementation of the WPA2-PSK system and
expand the scope of testing sites, including Servers, clients to support the testing process. At this stage, it focuses
on connecting between servers and other clients.
2. Implementing WPA2-PSK

This stage is a place for the implementation of the security system of WPA2-PSK in the form of importing
keywords in the form of code in the form of numbers or letters that are arranged to be the keywords to be used
later by Stuart T.
3. Testing

The next stage of the design and implementation of the security code will be tested; this test is carried out by
the user using a laptop device. So that the results are in the form of success or
whether the WPA2-PSK system is implemented in the form of network access or not.
4. Documentation

As a form of report that will be a reference material, it determines whether or not the implementation of the
WPA2-PSK security system that has been simulated is successful or not

2.5 System Planning

System design is to design a system that will be built as a logical problem-solving step. The design of the
system that is built focuses on how the system is built to meet the needs in network simulation and testing. The
steps in designing the security system to be built are as follows:

SERVER CLIENT

@) —2Z— ()

RADIO 1 7 RADIO 2
A
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A
INTERNET CLIENT 2
Y
KOMPUTER CLIENT 1
Fig 2. Network Topology Design
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This design starts with building a server system and then building a client system. The above network topology
design is built in stages according to the steps below:
a. Activate the router, which serves as a container for the configuration of the internet and computers. Once the
configuration is successful, the network will automatically connect to the router and computer; this internet
will be the basic internet source that will divide the internet into radio 1 and radio 2.

b. After the internet data source is transmitted using a Mikrotik router, it will be transmitted to Radio 1.

C. Thenradio | transmits internet data to radio 2 devices, which are configured to be clients or receivers of internet
sources.

d. After radio 2 is connected, activate the Toto link, which will be the Access point outdoors as the network
transmitting medium to the client.

2.6 Implementation of the Designed System

After conducting analysis and design, the next process is to implement a system designed to be built in the
form of small-scale originalization, using 1 unit of cellphone as an internet data source, 2 units of
computers/laptops, 1 Mikrotik router, 2 TP-Link radios, 1 Totolink outdoor access point, RG45 ethernet cables,
and Mikrotik winboxes. The process of creating a network security system connected to a radio link uses the
WPA2-PSK method, as follows:

a. The first step is to connect the internet and computers to the router; the internet functions as an internet source
that will be configured by the router, where this internet is a source of distribution for the construction of radio
links. Enter the WinBox as a configuration setting software.
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Fig 3. Winbox Interface Display

b. The computer functions as a hardware device where the configuration must be connected first to the port and
router. Once the internet configuration on the computer and router is running smoothly, the internet source will
generate the IP address 192.168.10.1/24. Then this internet source will be configured on radio 1, which will emit
internet that has the IP address 192.168.10.10.
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Fig 4. IP Configuration view
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c. After the internet is connected to the Mikrotik WinBox router, network access and stability checks can be carried
out to continue the implementation. If the internet runs and is stable, it can be taken to the next stage, and if it
cannot be checked and reconfigured, then associate the internet from the router with the radio link.
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Fig 5. Thermal Display Configuration

d. After the internet source emitted by radio 1 has run smoothly or there is no sign of interference, then, radio 1

is configured to the radio, where this serves to unify the source of IP addresses. After the configuration is
successful, radio 2 obtains its own IP address, which is 192.168.10.3.

Otp-link PHAROS S . | |

WIRELESS MANAGEMENT SYSTEM

QUICK SETUP STATUS NETWORK

LAN

Connection Type: | Static
1P Address: | 192.168.10.11
Netmask: | 255.255.255.0
Gateway IP: | 192.168.10.10
Primary DNS: |8.8.8.8
Secondary DNS: |8.8.4.4
MTU Size: | 1500
IGMP Proxy: [ | Enable
DHCP Server: [_] Enable

IPv6: [ | Enable @

Management VLAN
IP & MAC Binding

Fig 6. Radio Link Interface Display
e. After IP radio 2 is not disturbed, radio 2 will be channeled to an outdoor access point, where the function of

this outdoor AP is to make it easier for computers to monitor network security because the IP address accessed is
only one IP address.
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Fig 7. Radio Link Configuration Display

After the configuration is complete, network testing can be performed. Network testing is carried out after creating
a server to check whether the network or server is ready to be used. The final test is carried out after the server and
client are connected, to test the stability of the network and the security system implemented, whether it is running
and functioning properly. After being connected, enter the browser to check the internet connection in the second
search (free website ). If connected, it means successfully connecting Mikrotik and the radio.

METHOD

This research applies a research method known as library research. According to Dr. Mary J. Rishel (2020),
library research is defined as a research process that utilizes libraries as the main source of information. Meanwhile,
Dr. William H. Guthrie (2020) stated that library research is a research method that uses the resources available in
the library to identify, collect, and analyze information relevant to the research objectives. This method requires a
deep understanding of the research process, the ability to collect and evaluate diverse sources of information, and
the ability to understand and apply research results appropriately.

The technique used in data collection in this study is the experimental method, where the data collection
process of this library research method is by manipulating a variable and measuring its effect on other variables.
In this sense, this method emphasizes the relationship between one variable and another. In this study, the variables
that will be related to each other are implementation variables, computer network security systems, and connected
radio links. These variables must be applied one by one to network security so that the results of this research can
be applied in the real world. The data obtained by the author comes from several sources, including online and
offline surveys, and observations where the author goes directly to the field to see. In the context of research, it is
important to consider the existing field conditions. The data collection technique is carried out through document
review, where the researcher collects information from research sources or objects derived from documents or
records about events that have occurred. This source of information can be in the form of writings or pictures, such
as those found in journals or books.

RESULTS

Before carrying out the research, it is necessary to carry out observations at the research site, in the form of
collecting data about the security that is being used at the research site, namely the ITB Indonesia campus. The
results of the observation obtained are that the ITB Indonesia campus still uses a fairly simple security system by
only using a web login to enter internet access. This makes the author implement a security system that will be
designed by the author on the ITB Indonesia campus.

1. Cycle
The system cycle that is built has several stages, including:

a. Planning

Planning in this study, the author designed an internet computer security system that is connected to a radio
link that uses the WPA2-PSK security method, this planning is carried out to support and map and organize the
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course of the research simulation, planning starts from determining the purpose of the problem to be solved,
collecting and analyzing research data, analyzing and evaluating data, identifying problems, developing a plan and
re-authenticate the research.

b. Planning

Research design can enter the stages of things that will be built on the planned security system.

Here is the system planned at this planning stage:

a. Determine what security system will be used on the ITB Indonesia campus.

b. After getting a design of what will be used, the author begins to make the stages of the design security
system process.

c. Then the author began to make an implementation of the designed system.

d. After that, the author evaluates the security system designed to be feasible to be implemented on the ITB
Indonesia campus.

e. After the evaluation went smoothly and the author felt that the security design was feasible to implement,
the author included the security system that was designed as a system that would be applied to the security
system design plan.

c. Results display at the end of the design

The results of the design of this study can be seen in Figure V.1 below:

DHCP SERVER DHCP CLIENT
IP/Gateway
192.168.10.1
1P RADIO 1 1P RADIO 2
192.168.10.2 192.168.10.3
A .
< ETHER 1 3 3
— R ) s
6 N / IP ADDRESS - 192.168.10.1124 ACSESPOINT. \% PR L
DNS:8.83838 OUTDOOR e A
INTERNET CLIENT2

KOMPUTER CLIENT 1

Fig 8. Display of results at the end of the design

The image above is the final view of the system design that was made to fulfill the title of the research,
"Implementation of Radio Link-Connected Computer Network Security System on the ITB Indonesia Campus".

2. Evaluate Data Transfer Speed Performance

This study also aims to find out what the speed of data transfer, both uploads and downloads, aims to find out

what is the speed of the network capacity that is running. To find out the speed of data transfer that is running, it
is necessary to evaluate the speed of data transfer. The steps include:

a.

b.

Selection of data transfer speed testing locations, such as indoor and outdoor.
Ensure that there are no significant interferences that could affect the test results, such as strong electromagnetic
interference or physical obstruction.
Once the test location is available, set up the tool for configuration.
Run the test, start transmitting data between connected devices via radio link using an application or speedtest
in Google Chrome or the appropriate measurement tool. Perform tests for different types of data, such as
continuous and burst testing, to measure the system's response to different traffic loads.
Record and analyze data, which aims to monitor the results of data transfer speed testing.
Documentation of test results.

After the creation of a network security system is successful, the network speed can be detected through a

speed test. From the results of this speed test, it can be found what the network speed is for download and upload.
Speedtest measures the speed of internet traffic data that is running and being used. The results of the speed test
measurement are a benchmark of the speed of data traffic running from the server to the client. The measurement
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|

results and the speed of data traffic are influenced by several things, such as the services used, network devices
and tools, location, and weather at the location, and stable and variable network speed caused by these factors.

Fig 9. Download and Upload Speed Display

Figure 9 shows that these different download and upload speeds are influenced by the internet source used,
but this does not interfere with the system security connection. Usually, the loading and upload speeds are different;
the download speed is faster than the upload due to more download activities than uploads. The results of the Mbps
speed upload and download. The test is said to be successful if the upload and download speed displayed at the
time of the speed test can be detected and has a fixed or unchanging display.

DISCUSSIONS
After going through the design, implementation, and testing stages of the system, this study then analyzes the
results obtained to evaluate network performance and security. The analysis focuses on the performance of radio
link-based mesh networking with WPA2-PSK and compares it with previous research to comprehensively
determine the contribution and effectiveness of the developed system.

1. Performance of Security System Design in Radio Link-Based Mesh Network

The implementation of a network security system in a radio link-based mesh topology demonstrates a
significant contribution to maintaining data integrity and communication reliability within the ITB Indonesia
campus environment. The designed system integrates a point-to-point radio link within a broader mesh networking
framework, enabling stable interconnection between nodes while maintaining controlled data flow through firewall
mechanisms.

The results indicate that the applied topology enhances network resilience, particularly in multi-building
environments. Unlike conventional single-path configurations, the mesh-based approach provides alternative
communication routes, thereby reducing the impact of node failure. This characteristic directly improves network
availability and minimizes downtime.

In terms of security structure, the incorporation of firewall filtering mechanisms ensures that only authorized
traffic is permitted across the network. Continuous monitoring further strengthens the system by enabling early
detection of anomalies or suspicious activities. This finding aligns with previous research by Adiguna (2022),
which emphasized that vulnerabilities in network systems often emerge from open ports and insufficient
monitoring processes. Therefore, integrating topology design with active supervision contributes to a more robust
security posture.

2. Implementation and Performance Analysis of WPA2-PSK Security Mechanism

The implementation of WPA2-PSK within the mesh network architecture shows measurable improvements in
securing wireless communication over radio links. The system successfully encrypts transmitted data, reducing
the likelihood of unauthorized interception.

From the performance perspective, WPA2-PSK demonstrates efficiency in authentication and encryption
without requiring complex infrastructure. The absence of centralized authentication servers simplifies deployment,
making it suitable for campus-scale networks with limited resources. However, this simplicity also introduces
certain limitations, particularly in scalability and key management.

When compared to earlier security protocols, the findings are consistent with the study conducted by ( Efendi
,2021), which concluded that WPA provides stronger resistance to attacks than WEP due to its improved
encryption algorithms. In this study, WPA2-PSK not only enhances confidentiality but also maintains stable
throughput and acceptable latency levels in radio link communication.
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Despite its advantages, the analysis reveals that WPA2-PSK relies heavily on the strength and confidentiality of
the pre-shared key. Weak password configurations may still expose the system to brute-force attacks. This
observation supports (Howard’s, 2021) perspective that preventive security mechanisms must be complemented
by proper user management and policy enforcement.

3. System Flexibility and Efficiency in Mesh Networking Environment

The evaluation results show that the designed system offers a high level of flexibility and efficiency in
securing radio link-based networks. The integration of MikroTik RouterBoard 941 devices within a mesh topology
allows dynamic configuration and adaptability to changing network conditions.

One of the key findings is the system’s ease of deployment compared to more complex enterprise-level
security architectures. The use of a single authentication mechanism simplifies configuration while maintaining
adequate security for medium-scale environments such as educational institutions. Additionally, compatibility
with various end-user devices ensures seamless connectivity across different platforms.

Compared to previous studies that focused solely on security protocol analysis, this research provides a more
comprehensive approach by combining network topology (mesh), hardware implementation (MikroTik), and
security mechanism (WPA2-PSK). This integration results in a balanced system that not only secures data
transmission but also improves overall network performance.

However, in contrast to enterprise-grade solutions utilizing WPA2-Enterprise or RADIUS-based
authentication, the current system shows limitations in user access control granularity. While suitable for general
campus use, further development is required to support larger-scale deployments with higher security demands.

This research has a key advantage in its approach that integrates security, network performance, and
technology implementation into a single, comprehensive system. Unlike previous research that generally focused
solely on encryption method analysis or vulnerability identification, this research combines the use of WPA2-
PSK, mesh networking topology, and radio link communication into a single, concrete architecture. This
integration allows for increased network stability while effectively maintaining data security. Furthermore, the use
of the MikroTik RouterBoard 941 offers advantages in terms of cost efficiency and ease of configuration, making
the system more applicable to campus environments. Another advantage lies in the system's ability to maintain
connectivity through a self-healing mechanism in mesh networks, a feature not widely discussed in previous
research. Thus, this research provides not only theoretical analysis but also practical solutions that can be
immediately implemented.

CONCLUSION

Based on the evaluation, testing, and validation processes carried out on the implemented system, the network
security design using WPA2-PSK within a radio link-based mesh networking environment demonstrates
significant effectiveness in securing data transmission and maintaining network performance at ITB Indonesia
Campus. The findings indicate that the developed system provides a practical and efficient solution for securing
wireless communication. The configuration process is relatively simple, as it only requires a pre-shared key (PSK)
to authenticate users without involving additional infrastructure such as RADIUS servers. This simplicity
contributes to faster deployment and easier management, particularly in campus environments with dynamic user
access. In terms of security performance, the application of WPA2-PSK enhances data protection through strong
encryption mechanisms. This ensures that transmitted information remains confidential and can only be accessed
by authorized users. As a result, the risk of unauthorized access, data interception, and potential cyberattacks is
significantly reduced. The system also supports various modern devices, including computers, smartphones,
tablets, and IoT devices, ensuring broad compatibility across the network.

Furthermore, the integration of this security mechanism within a radio link-based mesh topology contributes
to improved network stability and reliability. The system is capable of maintaining secure connections even in
complex infrastructure conditions, such as multi-building campus environments.

Overall, the results confirm two main advantages of the implemented WPA2-PSK security system. First, it
effectively improves the overall security level of the wireless network by minimizing potential threats and
unauthorized access. Second, it strengthens data protection by ensuring that sensitive information transmitted
across the network is safeguarded against eavesdropping and malicious activities.

These outcomes demonstrate that the proposed system not only meets security requirements but also supports
efficient and stable network performance, making it suitable for implementation in educational institutions.
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